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- Sharphound.exe |[--CollectionMethod <method| |>] [--Domain <domain| |> ]
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S S ~ Collection - Use --LDAPFilter to collect specific OU/Object [precision+/stealth+]
q'E % o - Use --SecurelDAP to connect over LDAPS 636 iso LDAP 389 [Use --LDAPPort if other]
8 8 3 Methods - Using --Stealth has no effect on DC methods
ATT&CK
| 50521
GPOLocalGroup —| Same as LocalGroup but via GPO Parses SYSVOL + resolves SID TAoo07
—N I
Trusts — (:Domain)-[:TrustedBy]->(:Domain) --SearchForest deprecated — T1482
—n |
Container —1 (:GPO)-[:GpLink]->(:0U)-[:Contains]->(x) Collects GPOs + OU Tree —
—X DC
Group LDAP = (x)-[:Member0f]->(:Group) Groups/Users/Computers —
—X 389 T1033
. T1069.002
ACL = ()-[{isacl}]->() Collects all ACLs 71082
—n T1087.002
ObjectProps — X.propertyname + SIDHistory/Act/Delegate More: --CollectAllProperties |—
—n
SPNTargets —| (x)-[:SQLAdmin]->(:Computer) + Checks SQL port on Hosts —
—N 1
LocalAdmin 1 (x)-[:AdminTo]->(:Computer) —
—n
RDP =1 (x)-[:CanRDP]->(:Computer) —
—X Uses NetLocalGroupGetMembers T1033
DCOM Hosts L1 (x)-[:ExecuteDCOM]->(:Computer) Requires Admin on 2016+ — T1049
—y RPC and wl@ 1607+ T1069.001
SMB T1087.001
PSRemote 445 | (x)-[:CanPSRemote]->(:Computer) — T1135
—n
Session = Uses NetSessionEnum —
—i I (:Computer)-[:HasSession]->(:User)
LoggedOn . Uses NetWkStaUserEnum —
- Add --Throttle and --Jitter [stealth+] - Host methods also LDAP to DC for Host list and to resolve collected SIDs
| - Use --ComputerList to bypass LDAPFilter
. - Using --Stealth on LocalGroup methods reverts to GPOLocalGroup [DC]
Session vs LoggedOn:
- LoggedOn is more accurate but requires Admin
: 3e§51or_1_;:qui::s Admin gn 29116:: é w1911607wlt - Use --Loop to increase session data coverage [attack paths nbr]
t 5123 t :? 11 or'1 Jsce551zr'1 meh ots Wi only Syntax: -c session --Loop --LoopDuration HH:MM:SS --LoopInterval HH:MM:SS
arget potentially interesting nosts - Drop zips in UI to import > Will add new without erasing old
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https://bloodhound.readthedocs.io/en/latest/data-collection/sharphound-all-flags.html
https://bloodhound.readthedocs.io/en/latest/index.html

