UtcTime Time in UTC when event was created UtcTime Time in UTC when event was created UtcTime Time in UTC when event was created
ProcessGuid Process Guid of the process that got spawned/created (child) State Sysmon service state SourceProcessGUID Process Guid of the source process that opened another process. It is derived from a truncated part of
) . ) . the machine GUID, the process start-time and the process token ID.
Processld Process ID used by the OS to identify the created process (child) Version Sysmon binary version
¢ 5 fi SourceProcessld Process ID used by the OS to identify the source process that opened another process. Derived partially
Image File path of the process being spawned/created. Considered also the child or source process SchemaVersion Sysmon config schema version e e EEEOGESS e e
Desaiption Description of the image assodated with the main process (child) UtcTime Time in UTC when event was created Sourcelmage File path of the source process that created a thread in another process
Product Product name the image associated with the main process (child) belongs to 3
ProcessGuid Process Guid of the process that terminated TargetProcessGUID Process Guid of the target process
OriginalFileName OriginalFileName from the PE header, added on compilation "
Processld Process D used by the OS to identify the process that terminated TargetProcessld Process D used by the OS to identify the target process
Company Company name the image assodated with the main process (child) belongs to
Image File path of the executable of the process that terminated Targetimage File path of the executable of the target process
CamimenETE UL Wil i e i e @ @R creesklist) widi iz mE e U Name of the account that created the process. It usually contains domain name and username GrantedAccess The access flags (bitmask) associated with the process rights requested for the target process
CurrentDirectory The path without the name of the image assodated with the process CallTrace Stack trace of where open process is called. Included is the DLL and the relative virtual address of the
User Name of the account that created the process (child) . It usually contains domain name and username _ fenitess Mot Gl e’ G BEEra i Cem FRe=ss &
UtcTime Time in UTC when event was created SourceUser Name of the account that runs the source process.
egen(ontd ez (V1D G i ear i @i (fimmary (reses, W iR e el e ekt Gl ek uiin ImageLoaded File path of the driver loaded TargetUser Name of the account that runs the targeted process which is accessed

others that contain the same Logon GUID

others that contain the same Logon ID Signed Is the driver loaded signed T
= 5 UtcTime Time in UTC when event was created
TerminalSessionld ID of the session the user belongs to Signature Signer name of the driver
ProcessGuid Process Guid of the process that created the file
IntegrityLevel Integrity label assigned to a process SignatureStatus Status of the signature
Tzt Full hash of the file with the alzorith the HashTvoe fiald Processld Process 1D used by the 0S to identify the process that created the file (child)
N Image File path of the process that created the file
ParentProcessGuid ProcessGUID of the process that spawned/created the main process (child) UtcTime Time in UTC when event was created
TargetFilename Name of the file that was created
ParentProcessld Process ID of the process that spawned/created the main process (child) ProcessGuid Process Guid of the process that loaded the image
CreationUtcTime File creation time
P; it] Fil th that d/created the i Processld Process ID used by the OS to identify the process that loaded the image
arentimage e pa at spawned/areate © main process g U 2 E User Name of the account that created the file. It usually contains domain name and username
ParentCommandLine Arguments which were passed to the executable associated with the parent process Image File path of the process that loaded the image
parentser Name ofthe acount tat eated the parent press ¢l ortans doman rame and serrame || Imagelonced Pathf the mae eaced I
0 2femin tmecarges e e e
N Description Description of the image loaded EventType CreateKey or DeleteKey
UtcTime Time in UTC when event was created
Product Product name the image loaded belongs to ProcessGuid Process Guid of the process that created or deleted a registry key
ProcessGuid Process Guid of the process that changed the file creation time 5
Company Company name the image loaded belongs to Processld Process ID used by the OS to identify the process that created or deleted a registry key
Processld Process D used by the OS to identify the process changing the file creation time N "
OriginalFileName OriginalFileName from the PE header, added on compilation Image File path of the process that created or deleted a registry key
Image File path of the process that changed the file creation time S ) - -
[EEES Full hash of the file with the algorithms in the HashType field TargetObject Complete path of the registry key
TargetFilename Full path name of the file . 5 “
Signed State whether the image loaded is signed User Name of the account that accessed the registry. It usually contains domain name and username
CreationUtcTime New creation time of the file
Signature The signer name
SignatureStatus status of the signature .
User Name of the account that created the file. It usually contains domain name and username UtcTime Time in UTC when event was created
User Name of the account that loaded the image. It usually contains domain name and username
EewosRemowwes -
" —————r— i ProcessGud i U e A i .1
y ltcTime Time in UTC when event was created
Uae IR I Wi @uat s Gz Processld Process ID used by the OS to identify the process that that modified a registry value
. : SourceProcessGuid Process Guid of the source process that created a thread in another process
ProcessGuid Process Guid of the process that made the network connection Image File path of the process that that modified a registry value
SourceProcessld Process D used by the OS toidentify the source process that created a thread in another process
Process|d Process ID used by the OS to identify the process that made the network connection U " v v ! 1y (IS Ik ! [ TargetObject Complete path of the modified registry key
Sourcelmage File path of the source process that created a thread in another process
Image File path of the process that made the network connection ur & IS (IRES fId r i ! I (2% Details Details added to the registry key
TargetProcessGuid Process Guid of the target process
User Name of the account who made the network connection E £ User Name of the account that accessed the registry. It usually contains domain name and username
isass] Protocol being used for the network connection TargetProcessld Process 1D used by the OS to identify the target process
itated indcates whather th process Ifatd e T0P mrrectn Targetimage Filepath o the target rcess B Regsty event ey and akerename)
Sourcelslpu6 Is the source IP an Ipv6 address NewThreadld Id of the new thread created in the target process UtcTime Time in UTC when event was created
Sourcelp Source IP address that made the network connection StartAddress New thread start address EventType RenameKey
o R BV Eme @ e e i e s (e seRieta StartModule Start module determined from thread start address mapping to PEB loaded module list ProcessGuid Process Guid of the process that renamed a registry value and key
e Source port number StartFunction Start function is reported if exact match to function inimage export tables Processld Process ID used by the OS to identify the process that renamed a registry value and key
SR Name of the source port being used SourceUser Name of the account for which process that started the remote thread Image File path of the process that renamed a registry value and key
Destinationlslpu6 Is the destination IP an Ipu6 address TargetUser Name of the account for which process the thread was started in TargetObject Complete path of the renamed registry key
Destiratonly [ I e New rame of the regitry ey
DestinationHostname DNS name of the host that is contacted UtcTime Time in UTC when event was created User Name of the account that accessed the registry. It usually contains domain name and username
DestinationPort Destination port number ProcessGuid Process Guid of the process that conducted reading operations from the drive
DestinationPortName Name of the destination port Processld Process ID used by the OS to identify the process that conducted reading operations from the drive !‘ F
Image File path of the process that conducted reading operations from the drive L
Device Target device

User Name of the account that accessed the disk. It usually contains domain name and username



UtcTime Time in UTC when event was created UtcTime Time in UTC when event was created UtcTime Time in UTC when event was created

ProcessGuid Process Guid of the process that created the named file stream EventType WmiBindingEvent ProcessGuid Process Guid of the process that deleted the file

Processld Process 1D used by the OS to identify the process that created the named file stream Operation WNMI Filter to Event consumer binding operation Processld Process ID used by the OS to identify the process that deleted the file

Image File path of the process that created the named file stream User User that created the WMI event consumer User Name of the account that deleted the file. It usually contains domain name and username
TargetFilename Name of the file Consumer Consumer to bind Image File path of the process that deleted the file

CreationUtcTime File download time Filter Filter to bind to the Consumer TargetFilename The path of the deleted file

Hash Full hash of the file with the algorithms in the HashType field Hashes The hashes of the file, types set in the config. This also determines the stored filename
user Name o th account that rated thefile 1t usally contais domain name and serrame [yt Boolea statement wether the fieis  PE i

UtcTime

ProcessGuid

UtcTime Time in UTC when event was created Processld
Configuration File path of the Sysmon config file being updated QueryName
ConfigurationFileHash Hash (SHA1) of the Sysmon config file being updated QueryStatus

QueryResults

N Image

UtcTime Time in UTC when event was created

User
EventType CreatePipe
ProcessGuid Process Guid of the process that created the named file stream
Processld Process ID used by the OS to identify the process that created the named file stream UtcTime
PipeName Name of the pipe created ProcessGuid
Image File path of the process that created the pipe S —
User Name of the account that created the pipe. It usually contains domain name and username Uy

Image

TargetFilename

UtcTime Time in UTC when event was created
Hashes
EventType ConnectPipe
IsExecutable
ProcessGuid Process Guid of the process that created the named file stream e
rchive
Processld Process ID used by the OS to identify the process that created the named file stream
PipeName Name of the pipe created
Image File path of the process that created the pipe UtcTime
User Name of the account that connected to the pipe. It usually contains domain name and username ProcessGuid
D UM e By syl
N Image
UtcTime Time in UTC when event was created
Session
EventType WmiFilterEvent "
Clientinfo
Operation WMI Event filter operation
£ & Hashes
User User that created the WMI filter
Archived
EventNamespace Event Namespace of the WMI class User
Name Name of the created filter
Query WMI query tied to the filter
UtcTime
v 2 WM vk MEvormner sciyeteas
UtcTime Time in UTC when event was created
Processld
EventType WmiConsumerEvent
Image
Operation WMI Event consumer operation
Type
User User that created the WMI event consumer User
Name Name of the event consumer created
Type Type of event consumer
Destination Process executed by the consumer

Time in UTC when event was created

Process Guid of the process that made the DNS query

Process D used by the 0S to identify the process that made the DNS query UtcTime Time in UTC when event was created
DNS name that was queried ID Error code
Query result status code Description Error description

Results of the query

File path of the process that made the DNS query
RuleName i
Name of the account that made the DNS query. It usually contains domain name and username e @i e wt

ArchiveDirectory Name of the archive directory

Time in UTC when event was created
BlvaEss G o e s et el dafie CaptureClipboard Boolean setting, defines whether dipboard monitoring is enabled

Process ID used by the OS to identify the process that deleted the file e (Casim) (e i Sy Gl

HashAlgorithms Type of hashes to store for (Image) files and stored archive file

Name of the account that deleted the file. It usually contains domain name and username

File path of the process that deleted the file DnsLookup Boolean setting, defines whether Sysmon should do a reverse lookup on IP addresses

CheckRevocation Boolean setting, defines whether certificates are validated. Can be performance intensive

The path of the deleted file

The hashes of the file, types set in the config. This also determines the stored filename FieldSizes Define the max field value size

Boolean statement whether the file is a PE file

Boolean statement whether the file was stored in the configured archive folder

Filter options is,is not,contains,contains any,is any,contains all,excdudes,excludes any,excludes all,begin with,not

begin with,end with,not end with,less than,more than,image

Time in UTC when event was created
Process Guid of the process that added data to the dlipboard Creator Olaf Hartong (@olafhartong), FalconForce (@falconforceteam)
Process ID used by the OS to identify the process that added data to the clipboard

File path of the process that added data to the clipboard

Terminal Session 1D

Username and hostname of the originating RDP host, if capturable

The hashes of the clipboard data, types set in the config. This also determines the stored filename

Boolean statement whether the file was stored in the configured archive folder

Name of the account that added data to the clipboard.

Time in UTC when event was created

Process Guid of the process that was tampered with

Process ID used by the OS to identify the process that was tampered with
File path of the process that was tampered with

The type of tampering detected

Name of the account in who's user context the process tampered with runs


https://twitter.com/olafhartong
https://twitter.com/falconforceteam

