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ICS Cyber Attacks Normally Require Two Distinct Stages
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Stage 2 shows the steps associated with a material attack that requires high confidence.

STAgE 2  

ICS Attack Development and Execution

Stage 1 mimics a 
targeted and structured 

attack campaign.

Based on the Cyber Kill Chain® model from Lockheed Martin
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The Sliding Scale of Cyber Security
SANS ICS410 

ICS/SCADA  
Security Essentials

SANS has joined forces with industry leaders to equip security professionals and 
control system engineers with the cybersecurity skills they need to defend national 

critical infrastructure.  ICS410: ICS/SCADA Security Essentials provides a 
foundational set of standardized skills and knowledge for industrial cybersecurity 
professionals.  The course is designed to ensure that the workforce involved in 

supporting and defending industrial control systems is trained to keep the operational 
environment safe, secure, and resilient against current and emerging cyber threats.

SANS ICS515 

ICS Active Defense and 
Incident Response

ICS515: ICS Active Defense and Incident Response empowers students with the ability to 
understand and utilize active defense mechanisms in concert with incident response for industrial 

control system networks in order to respond to and deny cyber threats.  The course uses a hands-on 
approach to give students a technical understanding of concepts such as generating and using threat 

intelligence, communicating control system needs to information technology personnel to deploy 
appropriate defenses, detecting malicious actors or threats on control system networks, and performing 

threat triage and incident response to ensure the safety and reliability of operations technology.

The Diamond Model 

1 
Victim 

discovers 
malware

2 
Malware contains 

C2 domain

3 
C2 domain 

resolves  
to C2 IP 
address

4 
Firewall 

logs reveal 
further victims 
contacting C2 

IP address

5 
IP address 
ownership 

details reveal 
adversary

Reference:  
The Diamond Model of 
Intrusion Analysis paper

Asset ID &  
Network Security 

Monitoring

Incident  
Response

Threat & 
Environment 
Manipulation

Threat  
Intelligence 

Consumption

Active Cyber 
Defense Cycle

LITTLE BOBBY

by Robert M. Lee and Jeff Haas

DMZ

ENTERPRISE 
ZONE

Level 5

Level 4

MANUFACTURING 
ZONE

Level 3

CELL/AREA 
ZONE

Level 2

Level 1

Level 0

Purdue 
Reference 

Model

ARCHITECTURE PASSIVE DEFENSE ACTIVE DEFENSE INTELLIGENCE OFFENSE

NoT  
RECoMMENDED  

IN ICS  
ENvIRoNMENTS

by Sergio Caltagirone, Andrew Pendergast, and Christopher Betz

Layers of ICS Defense In Depth

PHYSICAL SECURITY
POLICIES, PROCEDURES, 

AWARENESS

PERIMETER DEFENSE

NETWORK  
SEGMENTATION

APPLICATION HARDENING

ASSET HARDENING

DATA

PROTOCOL AND 
TRANSPORT DEFENSE

EMBEDDED DEVICE  
HARDENING


