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Hackers Arise

Hacker Arise collects a repository of counless
resources, guides, trainings, courses, and
articles related to cybersecurity, OSINT,
hacking, and everything else.

BLOG

Wojciech

Offensive OSINT

Experienced systems engineer, pentester
and OSINT researcher, Wojciech writes
specifically about offensive OSINT
investigations, tools, methodologies,

and analysis.

BLOG

Secjuice

Secjuice features hundreds of articles on cyber-
security, OSINT guides and tutorials, interesting
investigations, and many more technical and
educational infosec topics written by individual
contributors who are experts or enthusiasts

in the fields.

Griffin
Hatless1der

An active contributor to the OSINT community,
Griffin shares real-life OSINT and GEOINT
investigations as well as a useful list of tools
and resources.

BLOG

OSINT Techniques

This site provides numerous free open source
resources for researching and analyzing infor-
mation. Although the information on this web-
site is for anyone to use, it would be most helpful
to those in investigative roles such as analysts,
and researchers.

BLOG

Lorand Bodo

A multilingual analyst with a strong background
in open source intelligence (OSINT), Lorand Bodo
specializes in monitoring/analysing terrorist enti-
ties online, developing unique research metho-
dologies for intelligence gathering and providing
in-depth analysis on issues that matter.

BLOG

Hoek

Out3r Space

Run by a cybersecurity consultant, bug
bounty hunter, and gray hacker Hoek,

Out3r Space features news, articles, guides,
and links about everything IT and side topics.

BLOG

Sectord33  gector03s

Sector035 Newsletter

The Sector035 Newsletter, published every
Monday, is a curated collection of #0SINT
related talks, tips, tools, and handy websites
for you to discover.

[l secjuice.com BLOG
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http://0ut3r.space

Rae Baker The OSINT

SkopeNow wondersmith_rae Curious Project
News, updates, and analysis of recent scams, A well-known OSINT practitioner, author, and The OSINT Curious Project is the OSINT-learning
frauds, and investigations on the surface net speaker, Rae Baker shares her insights, opinions, catalyst, a source of quality, actionable, OSINT
as well as the deep and dark web. analysis, and investigations on interesting OSINT news, original blogs, instructional videos, and
and infosec topics. a bi-weekly webcast/podcast. Most of all, they

aim to inspire people to look outside of their
OSINT-comfort zones and pursue their passions.

NEWS BLOG osintcurio.us

Michael Bazzell

The Privacy, Security Josh Amishav

& OSINT Show The InfoSec & OSINT
This weekly podcast presents ideas to help The goal of the podcast is to share practical tips
you become digitally invisible, stay secure of what works and what doesn't in information
from cyber threats, and make you a better security. Essentially we turn our guests’ wisdom
online investigator. into practical tips you can use to improve your

own skills.
PODCAST PODCAST

Trace Labs

Breadcrumbs

The OSINT Bunker

Military news and defence podcast hosted
by @DefenceGeek, @skywatcherintel,
@0Osinttechnical and @air_intel in collabora-
tion with the UK Defence Journal.

Trace Labs is a Canadian based non profit spe-
cializing in the crowd sourcing of open source
intelligence collection. In the Breadcrumbs pod-
cast, Trace Labs explore the topics, techniques,
and tools that relate to OSINT collection.

[l open.spotify.com/show PODCAST
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https://www.skopenow.com/news
https://open.spotify.com/show/1PHveMFjdgyxJJAZJWWF8G
http://osintcurio.us
https://inteltechniques.com/podcast.html
https://open.spotify.com/show/1vqRjYaq1pPcCdCTtMmFg9

Katie Paxton-Fear

InsiderPhD

An exprerienced bug bountry hunter and OSINT
practitioner, Katie shares tutorials and tips
about bug bounty, cybersecurity, OSINT, and
other topics to help fellow hunters brush up
their skills.

youtube.com/user/RapidBug YOUTUBE

YOUTUBE

Hoek

Out3r Space

This book kicks off with the need for cyber intelli-
gence and why it is required in terms of a defen-
sive framework. It provides a practical explana-
tion of the F3EAD protocol with the of examples.
We learn how to go about threat models and
intelligence products and apply them to real-life.

BOOK

MALTEGO.COM

The Layer 8 Podcast

Layer 8 Conference is the first conference to

be solely focused on social engineering and
intelligence gathering. In each podcast, they
feature a guest who tells their story about

a social engineering engagement or an OSINT
investigation, the way friends chat by a fireplace.

layer8conference.com PODCAST

Rana Khalil

Classes for offensive security (pentesting
and such).

youtube.com/c/RanaKhalil101 YOUTUBE

Christopher Hadnagy
Human Hacking

A global security expert draws on psychologi-
cal insights to help you master the art of social
engineering—human hacking. Make friends,
influence people, and leave them feeling better
for having met you by being more empathetic,
generous, and kind.

humanhackingbook.com BOOK

Janes

The World of Intelligence

The World of Intelligence, run by Janes, delivers
validated open-source defence intelligence
across four core capability areas: Threat; Equip-
ment, defence industry and country that are
aligned with workflows across the defence indu-
stry; national security; and finally, government.

podcast.janes.com PODCAST

Nadean H. Tanner
Cybersecurity Blue
Team Toolkit

An excellent resource for anyone working in
digital policy as well as IT security professionals,
technical analysts, program managers, and
Chief Information and Technology Officers.
This is a valuable reference at any career level,
from student to executive.

BOOK

Daniel Huang

Nowhere to Hide

Nowhere to Hide retraces the FBI's investigative
techniques - some using cutting-edge techno-
logy and others using old fashioned, knocking-
on-doors detective work - used to pursue the
hundreds of thousands of leads received from
the general public.
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http://layer8conference.com/the-layer-8-podcast/
https://podcast.janes.com/public/68/The-World-of-Intelligence-50487d09
https://humanhackingbook.com/

Dean Da Costa

OSINT for the Staffing
World!

A must-have for any high-level or experienced
recruiter to understand the most powerful
recruiting tools available. Learn what they do,
who should be using them, what they can use
them for, and why they should be using the
tools.

amazon.com/... BOOK

ARTICLE

Maltego SME Team

The Use of OSINT
in Law Enforcement

One of the most important intel resources in
law enforcement is OSINT, but why is there so
much conflict around it? In this whitepaper,
we comb through the use, misconceptions,
guidelines & best practices of OSINT in law
enforcement.

maltego.com/blog/the-use... WHITEPAPER

MALTEGO.COM

Joshua Picolet

Operator Handbook

The Operator Handbook takes three disciplines
(Red Team, OSINT, Blue Team) and combines
them into one complete reference guide.
Includes content to assist the most seasoned
cybersecurity veteran or someone just getting
started in the career field.

BOOK

Maltego SME Team

Rae Baker

In this interview, Rae Baker shares her expe-
riences changing course from graphic design to
OSINT and becoming a well-known blogger and
researcher for topics like MaritimeOSINT on her
blog wondersmith_rae.

maltego.com/blog/women-in... INTERVIEW

Maltego SME Team
Useful Google Dorks for
OSINT Investigations

OSINT can be as simple as performing a Google
search. Using these Google Dorks, you can

quickly increase search accuracy and narrow
down your results. Get the list now!

maltego.com/blog/using...

WomeninOSINT Spotlight:

Maltego SME Team

WomeninOSINT Spotlight:
Dr. Katie Paxton-Fear

In this interview, Katie shares her experience,
motivation, and tips as a bug bounty hunter,
OSINT practitioner, and YouTube creator of
the “InsiderPhD"” channel.

maltego.com/blog/women-in... INTERVIEW

Maltego SME Team
WomeninOSINT Spotlight:
Oloyede O. Elizabeth

In this interview, Elizabeth shares how she

uses OSINT as a cyber threat inelligence anaylst,
being a highly skilled woman in Africa, and

what helped her become who she is.

maltego.com/blog/women-in... INTERVIEW
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https://www.maltego.com/blog/women-in-osint-spotlight-3-rae-baker/
http://inteltechniques.com/book1.html
https://www.maltego.com/blog/what-is-open-source-intelligence-and-how-to-conduct-osint-investigations/
https://www.maltego.com/blog/women-in-osint-spotlight-oloyede-olajumoke-elizabeth/
https://www.maltego.com/blog/women-in-osint-spotlight-1-dr-katie-paxton-fear/
https://www.maltego.com/blog/the-use-of-osint-in-law-enforcement/
https://www.amazon.com/OSINT-Staffing-World-Search-Authority/dp/108101380X/ref=tmm_pap_swatch_0?_encoding=UTF8&qid=1635535560&sr=8-1
https://www.maltego.com/blog/using-google-dorks-to-support-your-open-source-intelligence-investigations/
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Andy Greenberg

Andy Greenberg for WIRED

Andy Greenberg is an award-winning senior
writer for WIRED, covering security, privacy,
information freedom, and hacker culture. He's
the author of Sandworm: A New Era of Cyberwar
and the Hunt for the Kremlin's Most Dangerous
Hackers.

wired.com/author/andy-greenberg

Cyberscoop

CyberScoop is a well-known media brand in the
cybersecurity market reporting on news and
events impacting technology and security.

NEWS

A Lily Hay Newman
Lily Hay Newman
for WIRED

Lily Hay Newman is a senior writer at WIRED
focused on information security, digital privacy,
and hacking. She previously worked as a tech-
nology reporter at Slate magazine. Additionally
her work has appeared in Gizmodo, Fast Compa-
ny, IEEE Spectrum, and Popular Mechanics.

*

BLOG

MALTEGO.COM

ars Technica

Ars Technica—the name is Latin-derived for the
“art of technology”"—specializes in news and re-
views, analysis of technology trends, and expert
advice on topics ranging from the most funda-
mental aspects of technology to the many ways
technology is helping us discover our world.

NEWS

Bellingcat

A great blog and newsletter by the renowned
independent collective of investigative
journalists and researchers.

W bellingcat.com

Cyber Threat Intelligence

Cyber Threat Intelligence is a new site that
publishes weekly overview of past or ongoing
cyber security incidents and trends as well

as analysis of emerging threats.

NEWS

DARK

Reading

Dark Reading

One of the most widely-read cybersecurity news
sites, Dark Reading includes 12 sections, each of
which drills deeper into the enterprise security
challenge. Each community is led by editors

and subject matter experts to provide timely,
accurate and informative articles.

NEWS

PortSwigger Web Security

The Daily Swig

Brought to you by PortSwigger Web Security,
The Daily Swig covers the latest cyber-attacks
and data breaches; security vulnerabilities and
exploits; cybersecurity policy and legislation;
and other industry news and events.

NEWS
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http://bellingcat.com

Recorded Future

The Record

Run by Recorded Future, The Record covers
news on a wide range of cybersecurity news,
stories, and analysis. It provides readers with
exclusive, behind-the-scenes access to leaders,
policymakers, researchers, and the shadows
of the cyber underground.

therecord.media NEWS

Threatpost

Threatpost is a long-running, independent
source of news and analysis about the cyber-
security landscape, covering breaking news
and threat research, malware and vulnerability
analysis, long-term trends and everything
in-between.

threatpost.com NEWS

MALTEGO.COM

The Hacker News

Leading, trusted, and widely recognized
cybersecurity news platform that attracts
over 8 million readers monthly, including IT
professionals, researchers, hackers, techno-
logists, and enthusiasts.

thehackernews.com

ZDnet

ZDNet brings together the reach of global and
the depth of local, delivering 24/7 news coverage
and analysis on the trends, technologies, and
opportunities that matter to IT professionals
and decision makers.

zdnet.com NEWS

Risky Biz

Published weekly, the Risky Business podcast
features news and in-depth commentary from
security industry luminaries. Hosted by award-
winning journalist Patrick Gray, Risky Business
has become a must-listen digest for information
security professionals.

risky.biz PODCAST

CyberWire Inc.

CyberWire Daily

The daily cybersecurity news and analysis indu-
stry leaders depend on. Published each week-
day, the program also includes interviews with
a wide spectrum of experts from industry, aca-
demia, and research organizations all over the
world.

open.spotify.com

a/

The Register

The Register is a leading and trusted global
online enterprise technology news publication,
reaching roughly 40 million readers worldwide.

theregister.com/security NEWS
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Ax1al

A community for the nerds by the nerds related
to: Reverse Engineering, Malware analysis,
Web security, CTFs & various other domains

of security research.

medium.com/ax1al BLOG

Bleeping Computer

Bleeping Computer is known for their work
of analyzing ransomware, issuing news alerts
about the latest security threats, and offering
free ransomware decryptors.

bleepingcomputer.com BLOG

Cyber Shafarat

The go-to site for cybersecurity investigation
news and stories relevant to the Middle East
and Asia.

cybershafarat.com

MALTEGO.COM

Will Bushido

Bushido Token

Athreat intelligence site run by security resear-
cher, Will Bushido. He shares insights on various

tools, investigative methodologies, and topics.

blog.bushidotoken.net

Elan Wright

DFIR Diva

An incident response analyst, Elan Wright shares
the resources that helped her learn and grow in
the field of Digital Forensics & Incident Response
(DFIR). On this website, you will find information
on events, certifications, learning resources, as
well as tips and suggestions.

dfirdiva.com

Daniel Miessler

An information security professional, Daniel
Miessler share his unique views on issues of
technology, futurism, philosophy, and morality
on his blog. He also regularly covers infosec
and privacy news stories.

danielmiessler.com BLOG

Check Point Research

Check Point Research provides leading cyber
threat intelligence to Check Point Software
customers and the greater intelligence com-
munity. Their blog features opinions, analysis,
and case studies about company brand pro-
tection and emerging threat trends.

research.checkpoint.com BLOG

Elan Wright

Black Lotus Labs

The mission of Black Lotus Labs is to leverage
our network visibility to help protect customers
and keep the internet clean.

blog.lumen.com/author/black-lotus... BLOG
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Aamir Lakhani

Dr. Chaos

Aamir Lakhani is a leading senior security strate-
gist. Writing under the pseudonym Dr. Chaos. In
its recent list of 46 Federal Technology Experts
to Follow on Twitter, Forbes magazine described
Aamir Lakhani as “a blogger, InfoSec specialist,
super hero...and all around good guy.”

drchaos.com BLOG

eforensics

E-Forensics Magazine

eForensics Magazine is a downloadable,
monthly magazine focused on digital forensics
and cybersecurity. We cover all aspects of elec
tronic forensics, from theory to practice, from
methodologies and standards to tools and
real-life solutions.

eforensicsmag.com/blog

MALTEGO.COM

FireEye

FireEye Blogs

The FireEye Blogs provide information and
insight on today’s advanced threats from the
leader in advanced threat prevention, ranging
from technical details of threats and threat ac-
tors, plus tools and techniques used by FireEye
analysts to briefings on cyber security topics.

fireeye.com/blog BLOG

Guardicore

Guardicore Labs

Guardicore Labs is a global research team, con-
sisting of hackers, cybersecurity researchers and
industry experts. They publish cyber security re-
search and provide analysis, insights and respon-
se methodologies to the latest cyberthreats as

well as lead and participate in academic research.

guardicore.com/labs BLOG

Internet Storm Center

InfoSec Handlers
Diary Blog

The ISC provides a free analysis and warning
service to thousands of Internet users and orga-
nizations, and is actively working with Internet
Service Providers to fight back against the most
malicious attackers.

isc.sans.edu/diary BLOG

Graham Cluley

Graham Clueley is an experienced indepen-
dent cybersecurity analyst, speaker, podcaster,
and writer. He shares computer security news,
advice, and opinions with an educational and
equally entertaining voice.

grahamcluley.com BLOG

HaKINg

Hackin9

Hakin9 is a monthly magazine dedicated to hack-
ing and cybersecurity. In every edition, it tries to
focus on different approaches to show various
techniques - defensive and offensive to help you
understand how most popular attacks are per-
formed and how to protect your data from them.

hakin9.org/blog-2 BLOG

Marco Ramilli

Marco Ramilliis an international cyber security
expert, entrepreneur, writer and white-hat hack-
er. Nowadays Ramilli leads some of the most
talented ethical hackers with a unique mission:
to defend private and public organisations on
digital space.

marcoramilli.com BLOG
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SOPHOS
naked security

Naked Security is SOPHOS' award-winning
threat news room, giving you news, opinion,
advice and research on computer security
issues and the latest internet threats.

BLOG

TrustWave

SpiderLabs Blog

Attracting more than a half-million annual
readers, this is the security community’s go-to
destination for technical breakdowns of the
latest threats, critical vulnerability disclosures
and cutting-edge research.

BLOG

~this week in security~

Zack Whittaker

This Week in Security

This Week in Security is a weekly newsletter
of TL;DR’ed curated news, stories, and
happenings that you might have missed.

BLOG

MALTEGO.COM

PhishLabs

The PhishLabs Blog explores topics on phishing,
fraud, scams, and emerging cyber threat trends
that might concern corporate safety and brand
protection.

BLOG

Cisco Talos Intelligence Group

Talos

The Talos Blog includes regular threat spotlights,
vulnerability spotlights, threat roundups, and
various series and podcasts about the practical
aspect of cybersecurity operations.

BLOG

Security Magazine

As security leaders gain increasing responsibi-
lity for cybersecurity, Security Magazine guides
enterprise security executives through cyber-
security standards, frameworks, risks and
management techniques.

BLOG

The PolySwarm Blog

The PolySwarm Blog analyzes suspicious files
and URLs, at scale, millions of times per day.
Get real-time threat intel from a crowdsourced
network of security experts and antivirus
companies competing to protect you.

BLOG

SANS Cyber
Security Blog

Needing little to no introduction, the SANS
Cyber Security Blog covers insights on blue
team and purple team operations, digital foren-
sics, security management, cloud security, and
other cybersecurity topics, trends, and events.

[l sans.org/blog
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https://www.trustwave.com/en-us/resources/blogs/spiderlabs-blog/
https://us18.campaign-archive.com/home/?u=e1ad6038c994abec17dafb116&id=a2457dc8ad
https://www.sans.org/blog/?focus-area=blue-team-operations,digital-forensics

ThreatConnect Blog

The ThreatConnect Blog includes thought
leadership, product news, and analysis from
the ThreatConnect team.

threatconnect.com/blog BLOG

Paul F. Roberts

Security Ledger

The Security Ledger is an independent security
news website that explores the intersection of
cyber security with business, commerce, politics
and everyday life. Each podcast episode deep-
dives into various trends and happenings in the
information security space.

securityledger.com PODCAST

Gerald Auger

Simply Cyber

Simply Cyber is an information security YouTube
channel designed to help individuals go further,
faster in the information security field. It has

a collection of tutorials and tips for those look-
ing for a career in infosec as well as tools and
resources one must know.

youtube.com/c/GeraldAuger YOUTUBE

MALTEGO.COM

Adam Chester

XPN InfoSec Blog

Adam Chester, aka XPN, is a Senior Security
Consultant with TrustedSec. This blog is home
to all of his personal posts, created throughout
his time in InfoSec as part of his belief in open
knowledge sharing.

blog.xpnsec.com BLOG

Kody Kinzie
Security Tools Podcast

Everything about the security tools that pen-
testers, security researchers and other experts
use every day. Hear directly from tool authors
on what inspired them and how to get started
with your own security research.

open.spotify.com/show PODCAST

Karsten Hahn
MalwareAnalysis-
ForHedgehogs

youtube.com/c/MalwareAnalysis..

PODCAST

Tutorials about malware theory, malware
analysis, malware unpacking, and malware
everything from an analyst-in-the-field.

YOUTUBE
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https://open.spotify.com/show/4l5OCzHeJiUcb39IWNpNGs?si=1b779e8b04204c82&nd=1
http://youtube.com/c/MalwareAnalysisForHedgehogs

WonderHowTo

Null Byte

Brought to you by WonderHowTo, Null Byte
creates content for aspiring ethical hackers,

computer scientists, and the infoseccommunity.

youtube.com/c/NullByteWHT

Heath Adams

The Cyber Mentor

In his channel, Heath Adams mentors ethical
hackers on how to brush up their skills in hack-
ing, pentesting, networking, and developing
their careers.

youtube.com/c/TheCyberMentor YOUTUBE

Laura DeNardis

The Global War for
Internet Governance

This study reveals the inner power structure in
place within institutions of Internet governance.
It provides a theoretical framework for Internet
governance that takes into account the privatiza-
tion of global power as well as the role of sove-
reign nations and international treaties.

amazon.com/... BOOK

MALTEGO.COM

Jason Healey
A Fierce Domain:
Conflict in Cyberspace

A Fierce Domain reaches back to look at the
major “wake-up calls,” identifies the key lessons
for policymakers, and, most importantly, where
these lessons greatly differ from popular myths
common in military and political circles.

amazon.com/... BOOK

Ben Buchanan

The Hacker and the State

Packed with insider information based on inter-
views, declassified files, and forensic analysis of
company reports, The Hacker and the State sets
aside fantasies of cyber-annihilation to explore

the real geopolitical competition of the digital age.

amazon.com/... BOOK

SecurityFWD

Kody Kinzie

SecurityFWD shows the latest security tools,
amazing projects, and keeps you on the edge
of what's possible in security today.

youtube.com/c/SecurityFWD YOUTUBE

Tim Maurer
Cyber Mercenaries: The
State, Hackers, and Power

Cyber Mercenaries explores the secretive rela-
tionships between states and hackers. It exa-
mines case studies in the United States, Iran,
Syria, Russia, and China for the purpose of esta-
blishing a framework to better understand the
impact of cyber proxies on global politics.

amazon.com/... BOOK
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http://youtube.com/c/NullByteWHT
https://www.amazon.com/Global-War-Internet-Governance/dp/0300212526/ref=sr_1_1?crid=3GFLMBA7FCCD5&dchild=1&keywords=The+Global+War+for+Internet+Governance&qid=1635540524&sprefix=the+global+war+for+internet+governance%2Caps%2C662&sr=8-1
https://www.amazon.com/Sandworm-Andy-Greenberg-audiobook/dp/B07RGRTZM6/ref=sr_1_1?crid=1SVE1K3HCEXN1&dchild=1&keywords=Sandworm&qid=1635540650&s=audible&sprefix=sandworm%2Caudible%2C239&sr=1-1
https://www.amazon.com/Global-War-Internet-Governance/dp/0300212526/ref=sr_1_1?crid=3GFLMBA7FCCD5&dchild=1&keywords=The+Global+War+for+Internet+Governance&qid=1635540524&sprefix=the+global+war+for+internet+governance%2Caps%2C662&sr=8-1
https://www.amazon.com/Hacker-State-Attacks-Normal-Geopolitics/dp/B08BDWD8JV/ref=sr_1_1?crid=3QU2LCVV370NU&dchild=1&keywords=The+Hacker+and+the+State&qid=1635540623&sprefix=the+hacker+and+the+state%2Caps%2C163&sr=8-1
https://www.amazon.com/Global-War-Internet-Governance/dp/0300212526/ref=sr_1_1?crid=3GFLMBA7FCCD5&dchild=1&keywords=The+Global+War+for+Internet+Governance&qid=1635540524&sprefix=the+global+war+for+internet+governance%2Caps%2C662&sr=8-1
https://www.amazon.com/Global-War-Internet-Governance/dp/0300212526/ref=sr_1_1?crid=3GFLMBA7FCCD5&dchild=1&keywords=The+Global+War+for+Internet+Governance&qid=1635540524&sprefix=the+global+war+for+internet+governance%2Caps%2C662&sr=8-1
https://www.amazon.com/Global-War-Internet-Governance/dp/0300212526/ref=sr_1_1?crid=3GFLMBA7FCCD5&dchild=1&keywords=The+Global+War+for+Internet+Governance&qid=1635540524&sprefix=the+global+war+for+internet+governance%2Caps%2C662&sr=8-1
https://www.amazon.com/Cyber-Mercenaries-State-Hackers-Power/dp/110756686X/ref=sr_1_1?crid=1HGAD4BIAHJAX&dchild=1&keywords=Cyber+Mercenaries%3A+The+State%2C+Hackers%2C+and+Power&qid=1635540574&sprefix=cyber+mercenaries+the+state%2C+hackers%2C+and+power%2Caps%2C194&sr=8-1
https://www.amazon.com/Global-War-Internet-Governance/dp/0300212526/ref=sr_1_1?crid=3GFLMBA7FCCD5&dchild=1&keywords=The+Global+War+for+Internet+Governance&qid=1635540524&sprefix=the+global+war+for+internet+governance%2Caps%2C662&sr=8-1
https://www.amazon.com/Fierce-Domain-Conflict-Cyberspace-1986-ebook/dp/B00E00QSN4/ref=sr_1_1?crid=12NRE2SXPJE7U&dchild=1&keywords=A+Fierce+Domain%3A+Conflict+in+Cyberspace&qid=1635540600&sprefix=a+fierce+domain+conflict+in+cyberspace%2Caps%2C214&sr=8-1

Maltego SME Team Cybersecu rlty CISSP
Tackling Tool Fatigue

A study by the SANS Institute found that “too r/cybersecurity REDDIT r/cissp REDDIT
many tools that are not integrated” was one of

the key challenges faced by SOCs. In this white-
paper, we discuss how Tool Fatigue has become

a problem SOC teams need to address and why AskNetsec Computer Forensics
interoperability of applications is the solution.

[l maltego.com/blog/tackling... r/AskNetsec REDDIT r/computerforensics REDDIT

0 blueteamsec Network Security

r/blueteamsec REDDIT r/NetworkSecurity REDDIT

Hackers Red Team Security
r/hackers REDDIT r/redteamsec REDDIT
Maltego SME Team
@ Reduce Alert Fatigue & Purple Teaming
Accelerate Resolution Time
Alert Fatigue—SOC burn-out. In this whitepaper, r/purpleteamsec REDDIT

we dissect the problems causing alert fatigue in
SOC teams and present the solution to accelerate
the incident analysis, response, and resolution

time. Open Source Intelligence

maltego.com/blog/how-to... WHITEPAPER r/OSINT REDDIT
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https://www.reddit.com/r/blueteamsec
https://www.reddit.com/r/computerforensics/
https://www.reddit.com/r/redteamsec/
https://www.reddit.com/r/AskNetsec/
https://www.reddit.com/r/cissp/
https://www.reddit.com/r/NetworkSecurity/
mailto:https://www.maltego.com/blog/tackling-tool-fatigue-soc-teams-need-interoperable-tools/?subject=
https://www.amazon.com/Global-War-Internet-Governance/dp/0300212526/ref=sr_1_1?crid=3GFLMBA7FCCD5&dchild=1&keywords=The+Global+War+for+Internet+Governance&qid=1635540524&sprefix=the+global+war+for+internet+governance%2Caps%2C662&sr=8-1
https://www.maltego.com/blog/how-maltego-helps-soc-teams-reduces-alert-fatigue-and-accelerates-resolution-time/
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Benoit Ancel

benkow _

Malware analyst working for CSIS Security in
Denmark. The Blog showcases different threat
actors and their campaigns

benkowlab.blogspot.com BLOG

Intel 471 Blog

Intel 471 is a criminal underground intelligence
provider that publishes content in the areas of

threat intelligence and research related to the
deep and dark web.

intel471.com/blog

Marcus Hutchins

MalwareTech

Malware analyst for Kryptos Logic, also known
online as MalwareTech. He is famous for tem-
porarily stopping the WannaCry ransomware
attack. The blog presents topics on malware
analysis, threat intelligence, and vulnerability
research.

malwaretech.com BLOG

MALTEGO.COM

Cryptolaemus Group

Cryptolaemus Pastedump

Group of security researchers and system ad-
ministrators that have banded together to fight
back against the likes of Emotet ransomware by
publishing indicators of compromise on their blog
inlcuding IP addresses, subject lines used in spam
campaigns, and file hashes for infected files.

paste.cryptolaemus.com BLOG

CSIS Security

CSIS TechBlog -
Security Research

CSIS Security Group software development
and security research teams are sharing their

experiences building systems to detect, monitor
and take down malware infrastructure.

medium.com/csis-techblog BLOG

FumikO
FumikO 's box

Self-described “weeb” addicted to IT who
publishes works on understanging malware
and other security topics on their blog.

fumikO.com BLOG

Brian Krebs

Krebs on Security

American journalist and investigative reporter
who previously reported for the Washington
Post. He is also known for interviewing hacker
0x80. The blog covers computer security and
cybercrime.

krebsonsecurity.com BLOG
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https://medium.com/csis-techblog/tagged/security-research
http://fumik0.com
https://www.malwaretech.com/
http://intel471.com/blog

Jack Rhysider
Darknet Diaries

The Darknet Diaries explore true stories of the
dark side of the Internet with host Jack Rhysider
as he takes you on a journey through the chilling
world of hacking, data breaches, and cyber crime.

open.spotify.com/show

Kim Zetter

Countdown to Zero Day

Journalist Kim Zetter tells the whole story behind
the world's first cyberweapon, covering its gene-
sis in the corridors of the White House and its
effects in Iran—and telling the spectacular tale
of the security geeks who managed to unravel

a top secret sabotage campaign.

BOOK

Kevin Poulsen

Kingpin
The true story of Max Butler, the master hacker
who ran a billion dollar cyber crime network.
Through the story of Max Butler’s remarkable

rise, Kingpin lays bare the workings of a silent
crime wave affecting millions worldwide.

BOOK

MALTEGO.COM

CyberWire Inc.
Hacking Humans

The Hacking Humans podcast explores topics
on deception, influence, and social engineering
in the world of cyber crime with various threat
analysts, governmental figures, and industry
experts.

open.spotify.com/show PODCAST

Kevin Mitnick

Ghost in the Wires

Kevin Mitnick was the most elusive computer
break-in artist in history. He accessed computers
and networks at the world's biggest companies
and no matter how fast the authorities were,
Mitnick was faster, sprinting through phone swit-
ches, computer systems, and cellular networks.

BOOK

Brian Krebs

Spam Nation

In Spam Nation, investigative journalist and
cybersecurity expert Brian Krebs unmasks
the criminal masterminds driving some of the
biggest spam and hacker operations targeting
Americans and their bank accounts.

BOOK

MalwareTech

Marcus Hutchins

Famous for temporarily stopping the WannaCry
ransomware attack, Marcus Hutchins creates
tutorials, podcasts, analysis, and discussions
about everything Infosec, malware, exploitation,
and reverse engineering.

youtube.com/c/MalwareTechBlog YOUTUBE

Nick Furneaux
Investigating
Cryptocurrencies

Investigating Cryptocurrencies is the first book
to help corporate, law enforcement, and other
investigators understand the technical concepts
and the techniques for investigating crimes uti-
lizing the blockchain and related digital curren-
cies such as Bitcoin and Ethereum.

BOOK

Nicole Perlroth

This Is How They Tell Me
the World Ends

Based on years of reporting and hundreds of
interviews, The New York Times reporter Nicole
Perlroth lifts the curtain on a market in shadow,
revealing the urgent threat faced by us all if we
cannot bring the global cyber arms race to heel.

BOOK
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Skip Myers
Ruin a Bad Guy’s Day Radio
Fraud Prevention Podcast

This Fraud expert brings together leading
domestic and international fraud prevention
experts to help you fight fraud.

ruinabadguysday.podbean.com PODCAST

Anonymous Brad Haacke Brett Johnson

Fraudster’s Diary FraudWit Cybercrime 101
The blog is ghost-written by an ex-Police Officer This blog is all about teaching consumers and Former US Most Wanted Cybercriminal Brett
with 30+ years of service, plus 5+ years of expe- fraud professionals in a fun and humorous Johnson gives advice on how to stop different
rience in banking. The material has been obtained way about scams and how to avoid them. types of fraud schemes.

from a reformed fraudster. This blog aims to pro-
vide an insight into how people can prevent them-
selves and businesses from becoming victims.

fraudstersdiary.co.uk/blog BLOG fraudwit.com BLOG youtube.com/channel

Brett Johnson ATII Graham Barrow & Ray Blake

The AnglerPhish Podcast The ATII Blog The Dark Money Files
Former US Most Wanted Cybercriminal turned The ATII presents topics related to human The innovative podcast on money laundering
Good Guy, AnglerPhish is filled with information trafficking and its interception with technology, and wider financial crime issues presented by

you need to protect yourself from the type of particularly within the financial system. G. Barrow and R. Blake, two financial crime figh-
person Brett used to be. ters with considerable experience in helping
banks, regulators, tech providers, NGOs, and
other organisations.

podnews.net/podcast/inxw PODCAST followmoneyfightslavery.org/blog BLOG thedarkmoneyfiles.com/podcast PODCAST
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Don'’t see your favorite resource on the list?
Send it over to marketing@maltego.com and we’ll
make sure to add it!


mailto:marketing%40maltego.com?subject=

Maltego empowers investigators
worldwide to speed up and increase
the precision of their investigations
through easy data integration in

a single interface, aided by powerful
visualization and collaborative capa-
bilities to quickly zero in on relevant
information. Maltego is a proven tool
that has empowered over one million
investigations worldwide since its first
launch in 2008. Due to its wide range
of possible use cases ranging from
threat intelligence to fraud investi-
gations, Maltego is used by a broad
audience, from security professionals
and pen testers to forensic investi-
gators, investigative journalists,

vand market researchers. Learn more
about how we can empower your
investigations on our website.

MALTEGO.COM


http://maltego.com

